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The Internal Revenue Service has a legal obligation to protect the confidentiality of tax
returns and related sensitive information. Sensitive information is any information which
if lost, stolen, altered, or disclosed without proper authorization may adversely impact
Service operations or the privacy to which individuals are entitled under the Privacy Act
of 1974, as amended. In order to provide the appropriate level of security and to
safeguard sensitive information, the Service must take care that reasonable guidelines
are established to minimize any potential for unauthorized disclosure or compromise of
sensitive information.

Because of the potential for inadvertently compromising taxpayer information at
Submission Processing Centers and Computing Centers (Centers), the Service has in
the past prohibited photographic equipment without prior approval by the Director of the
Center. This policy is based on the Code of Federal Regulations (Title 41, Subpart 101-
20.301) which states in part, “Photographs may be taken in space occupied by a tenant
agency only with the consent of the occupying agency concerned.”

With the development of cell phones with camera capability, questions have arisen on
whether it is permissible for employees and/or visitors to bring these camera cell
phones into IRS processing centers, computing centers or other IRS facilities since
these items have more then one purpose.

From a security perspective, it is not practical to prohibit employees from carrying
camera cell phones. Camera cell phones are small and easily concealed and have the
dual capability of serving both as a means of communication and as photographic
equipment. In general, the Service has permitted employees to bring personal cell
phones into Centers and other facilities and it is impractical to change this policy or to
prohibit cell phones with camera capability.

However, in order to minimize the potential for inadvertently compromising taxpayer
information or other sensitive information, employees in processing and computing






